Piece
of
advice
for
the
entrepreneurs – how not to fall for
the Business E-mail Compromise
fraud
A type of fraud initiated by a business e-mail compromise is well known
worldwide. Potential victims of this fraud in Croatia are the companies that fail
to verify the authenticity of their business correspondence, especially the ones
doing business with foreign partners.
Frauds initiated by business e-mail compromise start by the scammers “infiltrating“
the e-mail correspondence. Then, at the time scheduled for payment of certain goods
or services, they send a fraudulent message formed in such a way that it cannot be
easily differentiated from the preceding messages exchanged between the involved
companies when arranging and carrying out this business transaction.
The scammers introduce themselves as employees of the company that is owed a
certain amount for an ordered product or service, claiming that the bank and account
number to be credited have changed in the meantime. In their message, they provide
new account information and instruct the victim to make the payment to that account.
Importance of verifying authenticity
It is relatively easy to protect oneself from this kind of crime, provided the rules for
checking of authenticity of business correspondence are strictly and constantly
adhered to.
The personnel in charge of payment of invoices, or working in accounting firms that
the payment of invoices is outsourced to, must verify the authenticity and accuracy of
each e-mail they receive and where their business partners notify them about a change
of the bank and the account that the payment for the purchased goods is to be made
to, and this verification must be made by telephone and/or video conference call before
initiating of the payment.
If they establish that it is a case of business e-mail account compromise, they are
obligated to inform the Ministry of Interior by filing a report at the nearest police station.
How do the scammers get hold of the information?
Usually, scammers find out the name of a certain person. How do they do that? Most
often, by the so-called social engineering: collecting of data from social networks and
off the target company’s web site, intercepting of the incoming mail, or even
eavesdropping in establishments where the employees of such company gather during
lunch break or after work.
After that, the specific person receives a so-called spear-phishing e-mail. Once the
unsuspected target activates the malicious software by recklessly clicking on the link
provided in the e-mail or on the infected file attached to such e-mail, the hacker gains
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access to the target’s computer. This is only one way the attackers operate, whilst
another type of attack is carried out in a way that the insidious malicious software
forwards all the e-mails from the Sent Items file directly to the mailbox created by the
attacker specifically for that purpose.
As explained above, having analysed those e-mails, the hacker composes a false email that the victim cannot discern from other e-mails exchanged with the partner with
whom he/she usually communicates about payments of their invoices.
Companies having suppliers abroad as usual targets
The malicious software used in these attacks is extremely sophisticated, and hackers
go the extra mile designing and fine-tuning it so carefully to ensure that it goes
unnoticed by most anti-virus programs, or even using special remote access tools that
the anti-virus programs will not recognise as a threat.
Globally, the Business E-mail Compromise is not a new type of fraud, with most
frequent occurrences in the United States and in the Western Europe, and mostly
targeting the companies regularly doing business abroad. The banks they chose to
receive the payments to are mostly located in China.
Brochures with details of the most common types of online frauds:



CEO / Business e-mail compromise (BEC) fraud



Invoice fraud



Bank phishing emails



Bank vishing calls



Bank smishing SMSs
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